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Abstract 

To support global transactions in a multidatabase environment, one must coordinate the a 
database management systems, that were designed for independent, stand-alone operatio 
and heterogeneity of these systems present a major impediment to the direct adaptation o 
management mechanisms developed for distributed database systems. This paper addres 
multidatabase recovery. Most solutions proposed to provide multidatabase recovery are e 
results or place severe restrictions on global and local transactions. To assure that multida 
preserves the consistency of a multidatabase system. The author introduces a multidataba 
requirement. He also describes a recovery mechanism that takes advantage of the local re 
participating database systems by minimizing the replication of recovery tasks 
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Automatic error recovery in data processing systems - all 2 versions » 

Rl Knox, S Syyed - US Patent 5,978,911, 1999 - Google Patents 

... changing BIOS password etc. ... of the data transfer steps; and invoking an error 

recovery 

process in ... If the client address is present in the database, the server ... 
Cited by 17 - Related Articles - Web Search 

On the design and administration of secure database transactions 
EV Krishnamurthy, A McGuffin - ACM SIGSAC Review, 1992 - portal.acm.org 
... or role: it may be enabled (by password if required ... and their characteristics as 
part of the main database so that ... at the check points (used for recovery) or at ... 
Cited by 2 - Related Articles - Web Search 



Autoescrowable and auto-certifiable cryptosvstems with fast key 
generation - all 3 versions » 

AL Young, MM Yung - US Patent 6,243,466, 2001 - Google Patents 

... have access to the public key database containing public ... Such information could 

be 

a password, social security ... to describe is the private key recovery process. ... 
Related Articles - Web Search 

rppH A Web-Based Support Environment for Software Engineering 
Experiments - all 3 versions » 

E Arisholm, DIK Sjoeberg, GJ Carelius, Y ... - Nordic Journal of Computing 2002 - 
194.143.23.34 y 

... Automatic recovery of experiment sessions ... The communication with the database 

is 

managed by a COM+ component ... The user fills in username and password in a 
HTML... 

Cited by 20 - Related Articles - View as HTML - Web Search - BL Direct 
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Two-phase cryptographic key 



recovery system 

US Pat. 5937066 - Filed Oct 2, 1996 - International Business Machines Corporation 
In the Fischer scheme, the user has a secret password which is escrowed. ... 
credentials to the key recovery agent together with the appropriate hash value. ... 

Secure management of keys using extended control vectors 
US Pat 4924515 - Filed Aug 24, 1989 - International Business Machines Coprporation 
The N-bit hash the clear form of the password as an additional parame- value js 
... producing 35 an N-bit hash value. The recovery of the key can go Finer ... 

Automatic backup/recovery process 

US Pat. 6728711 - Filed May 2, 2001 - Hewlett-Packard Development Company, LP. 
... professional for ensuring the completing of the recovery process. ... a hash 
file (hash.dat) containing a hash function of a user and a password; ... 

Automatic recovery of forgotten passwords 

US Pat. 6360322 - Filed Sep 28, 1998 - Symantec Corporation 

One hash algorithm, MD5, or message digest 5, is generally known in the art, and 

is suitable for hashing a user password. Other algorithms are also ... 

Secure data downloading, recovery and upgrading 

US Pat. 6341373 - Filed Dec 1, 2000 - Liberate Technologies 

Each hash in the table should correspond to an image of the most recent segment of 

... Each hash in the manifest is accompanied by a location identifier, ... 

Secure data downloading, recovery and upgrading 

US Pat. 6381741 - Filed May 18, 1998 - Liberate Technologies 

This is a validity check to determine whether the writeable memory 16 which 

contains information like the local ISP phone number and client-id/password as ... 

Method and system for securely archiving core data secrets 

US Pat. 6044155 - Filed Dec 23, 1997 - Microsoft Corporation 

Rather, subsequent recovery of the client key requires help from the ... K.nast 

and a first random key K.R1, using a predetermined 65 one-way hash function. ... 

System for supporting secured log-in of multiple users into a plurality of ... 

US Pat. 6081 893 - Filed May 28, 1 997 - Symantec Corporation 

The plaintext version (PW) of the user-submitted password 101 is applied to a 

hash function module and thereafter preferably scorched from line 101 (erased ... 



Methods and apparatus for recovering keys 

US Pat. 6160891 - Filed Oct 20, 1997 - Sun Microsystems, Inc. 



In one embodiment, a new key recovery file is produced as described herein using 
the present invention when the key password is assigned or updated. ... 

Multiple remote data access security mechanism for multitiered internet ... 

US Pat. 6052785 - Filed Nov 21, 1997 - International Business Machines Corporation 
4 and 5 which illustrate the flow of create a hash table entry 520 and are associated 
... Inc. The Distrib- attempt to locate a User ID and password in the ... 

Method and apparatus for encoding keys 

US Pat. 6549626 - Filed Oct 20, 1997 - Sun Microsystems, Inc. 

In one embodiment, a new key recovery file is produced as described herein using 

the present invention when the key password is assigned or updated. ... 

Cryptographic protection of core data secrets 

US Pat. 6389535 - Filed Oct 13, 1998 - Microsoft Corporation 

Generally, each user has a user identification and associated password that ... 

and a first random key K.R1, using a predetermined one-way hash function. ... 

System for supporting secured log-in of multiple users into a plurality of ... 
US Pat. 6408389 - Filed Dec 5, 2000 - Symantec Corporation 
The plaintext version (PW) of the user-submitted password 101 is applied to a 
hash function module 130 and thereafter preferably scorched from line 101 ... 

Secure data storage and retrieval with key management and user authentication 

US Pat. 6947556 - Filed Aug 21, 2000 - International Business Machines Corporation 

A en special protocol is used to validate a userid and password 

... The personal key client encrypts ke, and, optionally, ki and a hash of ke, ... 

Auto-escrowable and auto-certifiable crvptosystems 

US Pat. 6202150 - Filed May 28, 1997 

An example of a file could be a password, in which case, the file recovery agents 
are password recovery agents. Thus, there has been described a new and ... 

Cryptographic co-processor 

US Pat 6704871 - Filed Sep 16, 1998 - SafeNet, Inc. 

An HMAC key type may be used to store the secret output of a hash result— perhaps 
... secret key by hashing an application-supplied Password or Passphrase. ... 

Server-assisted regeneration of a strong secret from a weak secret 

US Pat. 6829356 - Filed May 17, 2000 - VeriSign, Inc. 

If both of these are verified, then the counter of unverified recovery attempts 

for user account U and password PWD are decremented. Otherwise, the recovery ... 

System for supporting secured log-in of multiple users into a plurality of ... 
US Pat. 6339828 - Filed May 3, 2000 - Symantec Corporation 
The plaintext version (PW) of the user-submitted password 101 is applied to a 
hash function module and thereafter preferably scorched from line 101 (erased ... 

Secure data storage and retrieval in a client-server environment 
US Pat. 7010689 - Filed Aug 21, 2000 - International Business Machines Corporation 
When the "file recovery by a trusted third party" option is selected (block 510), 
the client encrypts ke, and optionally, ki and a hash of ke, ki with pk, ... 



V 



Secure transmission system 

US Pat. 6760752 - Filed Jun 28, 1999 - Zix Corporation 

Signature manager 132 can be used to ' key locally. Key escrow and key recovery 
are discussed in 5) a hash of the public key of the sender and its status; ... 

Cryptographic key, or other secret material, recovery 

US Pat. 6754349 - Filed Jun 1, 2000 - Fujitsu Services Limited 

In more general terms, the invention provides a recovery process whereby key or 

other secret material, loaded under password protection onto a removable ... 

Method of authentication and storage of private keys in a public key ... 

US Pat. 6370250 - Filed Oct 29, 1998 - International Business Machines Corporation 
To change the password to a known value, knowledge of the current password ... 
computing a hashed value of the password utilizing a one-way hash function; ... 

Method and apparatus for a robust high-speed crvptosystem 

US Pat. 6154541 - Filed Sep 30, 1997 

20 Hash Hash is some kind of scrambling (function) that may not be invertible. 
... Operational Password Length The minimum length of passwords that a ... 

Machine dependent login for on-line value-bearing item system 

US Pat. 7251632 - Filed Oct 18, 2000 - Stamps, com 

The hash of the passphrase is transmitted securely 5 to the PSD and stored 

encrypted within ... The following describe a process for user password recovery. ... 

Method and apparatus for digitally signing an advertisement area next to a 

USPat 7240037-FiledOct18.2000-Stamps.com 

The hash of the passphrase is transmitted securely to the PSD and stored encrypted 
within ... The following describe a process for user password recovery. ... 

Apparatus and method for implementing IPSEC transforms within an integrated 
US Pat. 6708273 - Filed Feb 25, 1999 - SafeNet, Inc. 

An HMAC key type may be used to store the secret output of a hash result— perhaps 
... secret key by hashing an application- supplied Password or Passphrase. ... 

Method and apparatus for binding electronic impressions made bv digital 
US Pat. 6401206 - Filed Mar 5, 1998 - Skylight Software, Inc. 
This hash is fully recoverable by any authority which has access to the static 
private ... from the user name, pin number and password in this embodiment. ... 

System and method for reallocating and/or upgrading and/or rewarding tickets ... 

US Pat. 7031 945 - Filed Jul 24, 2001 

To succeed, an attacker must find a useful hash collision— a computationally 
daunting task. ... (If the attacker were in possession of the victim's password, .„ 

Software rental system and method for renting software 
US Pat. 6334118 - Filed Mar 23, 1998 - Siemens Aktiengesellschaft 
Perhaps the most significant issue is recovery from accidental loss of the audit 
... vendor password, ie password that unlocks the vendor company's private ... 

Computer security method and apparatus 

US Pat. 6986050 - Filed Oct 12, 2001 - F-Secure OYJ 



The password is stored securely in the RAM 6, encrypted using the passphrase , 
checksum of the passphrase or the cryptographic keys with a hash function, ... 
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Authentication system using one-time 1 * [ — 

passwords 

US Pat. 5592553 - Filed Feb 8, 1996 - International Business Machines Corporation 
In the system described in the copending application, for example, a one-time 
password is generated by a requesting product or function (or by the host ... 

Authentication system using one-time passwords 

US Pat. 5661807 - Filed Aug 18, 1995 - International Business Machines Corporation 
Character Translation For one-time password generation, the result of step 512, 
... For example, a remainder of 0 translates to a one-time password ... 

Method for providing a secure non-reusable one-time password 

US Pat. 5768373 - Filed May 6, 1996 - Symantec Corporation 

1 2 METHOD FOR PROVIDING A SECURE significantly compromising data security and 
without having NON-REUSABLE ONE-TIME PASSWORD to attempt to decrypt encrypted ... 

Method and apparatus for secure remote authentication in a public network 

US Pat. 5604803 - Filed Jun 3, 1994 - Sun Microsystems, Inc. 

The method as defined by claim 1 wherein said first computer provides a second 

request to said second computer to obtain said encrypted one time password, ... 

Method a nd apparatus for secure remote authentication in a public network 

US Pat. 5732137 - Filed Jan 3, 1997 - Sun Microsystems, Inc. 

The method as in claim 1 wherein if said decrypted one time password is not 

received within a predetermined time t from said remote user, said stored one ... 

Authentication system using authentication information valid one-time 
US Pat. 6148404 - Filed May 27, 1 998 - Nihon Unisys, Ltd. 
(1 ) One-time Password Scheme Authentication is to verify whether or not an entity 
55 The one-time password scheme is proposed by Bellcore (human being, ... 

User authentication system for authenticating an authorized user of an IC card 

US Pat. 6067621 - Filed Oct 6, 1997 - SamSung Electronics Co., Ltd. 

The method of claim 16, wherein said one-time password is received for verification 

by the steps of extracting the counter value from the received one-time ... 

Method for authenticating a user working in a distributed environment in the 

US Pat. 5841871 - Filed Nov 18, 1996 - Bull S.A. 

The method for authenticating a user working in a 35 distributed environment in 
a client/server mode of claim 1, wherein when said one-time password system ... 

Method and system for accessing electronic resources via machine-readable 

US Pat. 6434561 - Filed May 9, 1998 - Neomedia Technologies, Inc. 



Three popular one-time password mechanisms are Bellcore's S/KEY, ... :5 The idea 
behind Bellcore's S/KEY one-time password system was first conceived by ... 



Methods for pre-authentication of users using one-time passwords 
US Pat. 6983381 - Filed Jun 28, 2001 - Arcot Systems, Inc. 
Thus, in this embodiment, the one-time password need not be digitally signed as 
... Thus although 5 the one-time password and the authorization data may be ... 

One-time logon means and methods for distributed computing systems 

US Pat. 5241594 - Filed Jun 2, 1992 - Hughes Aircraft Company 

However, this system re- ONE-TIME LOGON MEANS AND METHODS FOR quires a host ... 
file transfer wrong password, the user might write them down (per- f . ... 

System for authenticating access to online content referenced in hardcopy 
US Pat. 6802000 - Filed Oct 28, 1 999 - Xerox Corporation 

60 A variant of a one-time pad is a one-time password. Unlike one-time pads which 
change the entire password after each valid authentication, one-time ... 

Controlling access to stored information based on geographical location and 

US Pat. 6370629 - Filed Oct 29, 1998 - Datum, Inc. 

30 2) from the producer (step 400), and enters the password 130 via the keyboard 
50 (step 410). The password 130 is assumed to be a one-time password, ... 

Validating connections to a network system 

US Pat 6470453 - Filed Sep 17, 1998 - Cisco Technology, Inc. 

In addition, if the user is using a Token card with a "one-time" password, the 

user must again use the Token card to provide another valid one-time password ... 

Security server token caching 

US Pat. 6715082 - Filed Aug 24, 1999 - Cisco Technology, Inc. 

One feature of this aspect is that the identification infor- 35 mation includes 

a username and a one-time password (OTP); and the step of determining ... 

Method and arrangement for reliably identifying a user in a computer system 
US Pat. 6928558 - Filed Oct 27, 2000 - Nokia Mobile Phones Ltd. 
US Bl The method of the invention comprises generating a first one-time password 
in the mobile station without any action by the user by utilizing a known ... 

Secure password provision 

US Pat. 6662300 - Filed Jun 29, 1999 - International Business Machines Corporation 
The invention differs from systems iike OPIE and S/KEY, because the password 
generated according to the invention 20 is not necessarily a one-time password. ... 

Apparatus for securing access to a communications recorder 

US Pat. 4851937 - Filed Sep 17, 1987 - Dictaphone Corporation 

At line 52 the service person may enter the new machine number through keypad 32 

once the one-time password has been entered and recognized by a logger 10. ... 

Bilateral authentication and information encryption token system and method 

US Pat. 5995624 - Filed Mar 10, 1997 - The Pacid Group 

If the encrypted has its own one-time password and knows the one-time password 
is not received within a predetermined time password for the computer system ... 



Login permission with improved security 

US Pat. 6490687 - Filed Mar 12, 1999 - NEC Corporation 

Then, the processor calculates a Hash value H from the one-time password using 
... Since neither a one-time password not a pager ID for use in encryption is ... 
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One-time logon means and methods 1 

for distributed computing systems 

US Pat. 5241594 - Filed Jun 2, 1992 - Hughes Aircraft Company 

MLP MLP 46 - MLP USER TELNET REQUEST SEND SERVICE AUTHORIZATION 49- MLP 50 USER 
REQUEST GET USERNAME/ PASSWORD SEND MLP CONNECT REQUEST SEND SERVICE ... 

Security server token caching 

US Pat. 6715082 - Filed Aug 24, 1999 - Cisco Technology, Inc. 

One feature of this aspect is that the identification infor- 35 mation includes 

a username and a one-time password (OTP); and the step of determining ... 

Remote computer communication 

US Pat. 6081508 - Filed Feb 25, 1998 - Indus River Networks, Inc. 

The user provides his credentials (username and password) to Ul 512 (step 2) ... 

For example, a user may use a one-time-use password approach in which the ... 

Remote computer communication 

US Pat. 6538996 - Filed Apr 25, 2000 - Enterasys Networks, Inc. 

The user provides his credentials (username and password) to Ul 512 (step 2) ... 

For example, a user may use a one-time-use password approach in which the ... 



Security and access management system for web-enabled and non-web-enabled 

US Pat. 6460141 - Filed Oct 28, 1998 - RSA Security Inc. 

For example, consider that user Steve may have one username/password for Web ... 
Date and time the activity was logged Username address of the user Activity ... 

Control for an industrial process using one or more multidimensional variables 

US Pat. 6853920 - Filed Mar 9, 2001 - Smiths Detection-Pasadena, Inc. 
If multiple alarms with the same date and time have occurred, ... In order to 
Login, users shall enter a Username and a Password in order to gain access to ... 



System for storing display data during first time period prior to failure of ... 

US Pat. 5852720 - Filed Aug 16, 1996 - Compaq Computer Corp. 

The ADDRESS and CONTROL character are optional, but if one is present both 60 65 

... If the username and password a/e verified in the list of user profiles, ... 

INTERNET-BASED METHOD OF AND SYSTEM FOR MONITORING SPACE- TIME 

COORDINATE^ 

US Pat. 6677858 - Filed May 30, 2000 - Reveo, Inc. 

This ID code uniquely identifies the bidder for all time, unlike a username, 

password, e-mail address or other information that may be changed in the future ... 



Network monitoring system for tracking, billing and recovering licenses 



US Pat. 5717604 - Filed May 25, 1995 

The username/password mixed billing systems which have a fixed number of ... . 
of at least one real-time billing procedure tracks the amount of time the ... 

Methods and systems for secure transmission of information using a mobile device 

US Pat. 6880079 - Filed Apr 25, 2002 - Vasco Data Security, Inc. 

In both cases the security of the username-password method is ... The dynamic 

value (or one-time password) can then be used to prove to a server that one is ... 

Internet-based system for enabling a time-constrained competition among a 

US Pat. 6659861 - Filed May 26, 2000 - Reveo, Inc. 

and will most likely be changed by the contestant after logging into the system 
the first time The username and password are stored in the contestant ... 

Multi-user application program testing tool 

US Pat. 6002871 - Filed Oct 27, 1997 - Unisys Corporation 

A user list file is an ascii text file, each line of which contains one 

username/password combination. User list files have a header starting with the 45 ... 

Monitoring system for an industrial process using one or more ... 

US Pat. 6985779 - Filed Jun 13, 2002 - Smiths Detection, Inc. 

When an administrator adds a alarm, the alarm date, time, severity, ... Users should 

indicate which alarms a Username and a Password in order to gain access ... 

Secure and dynamic biometrics-based token generation for access control and ... 

US Pat. 6636973 - Filed Sep 8, 1998 - Hewlett-Packard Development Company, LP. 
Background of the Invention 10 15 Computer networks usually comprise one or more 
... The username and password are then transmitted to the file server where ... 

Language-driven interface for an automated testing framework 

US Pat. 6907546 - Filed Mar 27, 2000 - Accenture LLP 

The combination of the one-time password and the PIN, along with the user's public 
username, provides two factor authentication of the user. ... 

Single sign-on for a network system that includes multiple separately ... 

US Pat. 6629246 - Filed Apr 28, 1999 - Sun Microsystems, Inc. 

2 are repeated every time a user attempts to access a restricted web site. ... 

When the 65 user enters a master username/password combination into the ... 

Secure password provision 

US Pat. 6662300 - Filed Jun 29, 1999 - International Business Machines Corporation 
A different challenge is issued each time the client accesses the server, so that 
even if one password is detected , by a third party, it is of no use in ... 

System and method for providing controlled and secured access to network 

US Pat. 6718328 - Filed Feb 28, 2000 - Akamai Technologies, Inc. 

In step 412, the system verifies if the username/password pair is valid. ... 

of the user (3) Time Window 50 60 The server independently obtains the URL, ... 

Apparatus and methods for baggage reconciliation and location 

US Pat. 5225990 - Filed Mar 26, 1991 - Brals Limited 

One of these procedures, selected according to the current strategy, ... 



terminal in response to a sequence of prompts:- Username, Password, Flight Number, ... 
System and method for measuring and reporting user reactions to particular ... 

US Pat. 6606581 - Filed Jun 14, 2000 - OpinionLab, Inc. 

Tool 30 may also collect the time and 10 date at which user 16 provided the reaction 
... hostname, username, password, network connection, operating system, ... 
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Internet-enabled central irrigation 



control 

US Pat. 6823239 - Filed Nov 4/2002 - Rain Master Irrigation Systems, Inc. 

5 is a database diagram of an irrigation control system database in accordance 

... A username and password record 502 has fields used to identify a user. ... 

Security and password mechanisms in a database system 

US Pat. 6145086 - Filed Apr 26, 1999 - Oracle Corporation 

7, 2000 Sheet 4 of 5 401 j Get client password and username 405 Execute ... 

Is password the same as any used with a time period? Reset expired status. ... 

Security and password mechanisms in a database system 

US Pat. 5944825 - Filed May 30, 1997 - Oracle Corporation 

31,1999 Sheet of 5 Get client password and username Execute verification ... 

Is password the same as any used with a time period? Reset expired status. ... 

Web-based system and method for managing legal information 

US Pat. 6839707 - Filed Jan 17, 2001 - General Electric Company 

If the user's password should be changed back to match the user's username (in 

the case of a user who has forgotten his password), select the "Reset* ... 

Blended learning educational system and method 

US Pat. 6370355 - Filed May 4, 2000 - Epic Learning, Inc. 

As shown by block 204, when an end-user submits a username and password, ... 

finalization of the sign-up form, the end-user may reset or submit the form. ... 

Computer architecture for managing courseware in a shared use operating ... 
US Pat. 6170014 - Filed Mar 18, 1999 - Community Learning and Information Network 
The registration manager 300 verifies that the username and password are unique 
by checking the database 302, and then adds a new user registration record ... 

Control for an industrial process using one or more multidimensional variables 

US Pat. 6853920 - Filed Mar 9, 2001 - Smiths Detection-Pasadena, Inc. 
Administrators shall be able to reset a password for a Username to any initial 
password. The user is required to change the initial password during the ... 

Educational homeroom for providing user specific educational tools and ... 

US Pat. 63681 10 - Filed May 4, 2000 - Epic Learning 

As shown by block 204, when an end-user submits a username and password, ... 
finalization of the sign-up form, the end-user may reset or submit the form. ... 

Systems, methods and computer program products for automatically monitoring ... 

US Pat. 6173284 - Filed May 19, 1998 - University of Charlotte City of Charlotte 



Once the officer has provided the proper username and password, ... The user may 
submit or reset the form 64 by selecting one of 8 buttons 80,82, ... 



Methods and apparatus for system and device design and control 

US Pat. 6965855 - Filed May 17, 2000 - General Electric Company 
System 10 also includes a database 20 for storing information relating to ... 
Selection of Reset button 68 clears username block 62 and password block 64 so ... 

Computer architecture for managing courseware in a shared use operating ... 
US Pat. 6282573 - Filed Apr 19, 2000 - Community Learning and Information Network 
The registration manager 300 verifies that the username and password are unique 
by checking the database 302, and then adds a new user registration record ... 

Networked computer security system 

US Pat. 6125457 - Filed Dec 29, 1997 - Compaq Computer Corporation 
It is important to note that any event which triggers a hardware reset will ... 
For example, since the user has already provided username and password ... 

Distributing gueries and combining guerv responses in a fault and ... 
US Pat. 6985944 - Filed Nov 1, 2002 - Fidelia Technology, Inc. 
Required inputs may include legitimate username, password, database driver ... 
Tests can be overridden at the individual device level, or reset for a set of ... 

Computer architecture for managing courseware in a shared use operating ... 

US Pat. 6606664 - Filed Aug 21, 2001 - Digital-Vending Services International, LLC 
The registration manager 300 verifies that the username and password are unique 
by checking the database 302, and then adds a new user registration record ... 

Cryptographic infrastructure for encrypting a database 

US Pat. 7266699 - Filed Aug 29, 2002 - Application Security, Inc. 

The encrypted private key is stored in the database. 6. In order to verify that 

the user submitted the correct password later, the username and password are ... 

Monitoring system for an industrial process using one or more ... 
US Pat. 6985779 - Filed Jun 13, 2002 - Smiths Detection, Inc. 
Administrators shall be able to reset A Monitor shall be able to get the details 
of an ... Users should indicate which alarms a Username and a Password in ... 

Methods and apparatus for system and device design 

US Pat. 6868370 - Filed May 17, 2000 - General Electric Company 

25 System 10 also includes a database 20 for storing information relating ... 

Selection of Reset button 68 clears username block 62 and password block 64 so ... 

Method and apparatus for sharing a security context between different ... 

US Pat. 6986060 - Filed May 23, 2000 - Oracle International Corp. 

Next, analysis tool 115 establishes a database session 132 with database server 

120 by forwarding a username and password to database server 120 (step 404). ... 

Administrative roles that govern access to administrative functions 

US Pat. 6161139- Filed Feb 12, 1999 - enCommerce, Inc. 

... using a username and password as well as a digital certificate, secure token, 

... Alternatively, the administrator may press the Reset button 1032, ... 



System for management of cutting machines 

US Pat. 6463352 - Filed Aug 25, 1999 - Amada Cutting Technologies, Inc. 
Fields in the Username table include: User ID— records a unique user name for 
login to the 20 system; Password— records a password corresponding to the User 
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encrypting a database 

US Pat. 7266699 - Filed Aug 29, 2002 - Application Security, Inc. 

The encrypted private key Is stored in the database. 6. In order to verify that 

the user submitted the correct password later, the username and password are ... 

Method and system for secure registration, storage, management and linkage 

US Pat. 7155739 - Filed Jan 16, 2001 - JBIP, LLC ~ 

6 illustrates the preferred embodiment for Master Authentication Credentials' 

password recovery. As shown at 610, a preferred embodiment of the present ... 
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Cryptographic infrastructure for encrypting a database 

US Pat. 7266699 - Filed Aug 29, 2002 - Application Security, Inc. 

An encryption system for encrypting data residing in a database, ... a hash of 

said user name concatenated with said user password; a hash of said user ... 

Reduction of network server loading 

US Pat. 6850968 - Filed Mar 23, 2000 - Service Co. 

In forming the tables in this implementation, the user- name information is ... 

one of plural hash algorithms that are well known in the database art. ... 

Relational database management encryption system 
US Pat. 7269729 - Filed Dec 28, 2001 - International Business Machines Corporation 
In a database system, a database administrator can reset a user's password upon the 
... Possible values: yes, no, or never, passwd: Hash value of password. ... 

Machine dependent login for on-line value-bearing item system 
US Pat. 7251632 - Filed Oct 18, 2000 - Stamps, com 

The Reset Password is typically e-mailed to the e-mail address the user has on 
file in the database. After the CSR or the user has entered the user ... 

Method and apparatus for digitally signing an advertisement area next to a 

US Pat. 7240037 - Filed Oct 18, 2000 - Stamps.com 

The passphrase is not stored on the user's computer. The hash of the passphrase is 
... This screen lets the user enter his/her user name and password. ... 

System and method for user authentication interface 

US Pat. 7188314 - Filed Jan 29, 2003 - Alternative, Inc. 

Password File Theft Every user name has a password entry in a hashed form ... 
is used: each password is an encryption key for itself to be hash encrypted. ... 

Data communications 

US Pat. 7233997 - Filed Jun 26, 1998 - British Telecommunications pic 

The SPS decrypts the hash and stores it in the SPS 25 database 8 Since the 

user's password is only ever sent across the Internet when a password ... 

Method and system for identifying a form version 

US Pat. 7082444 - Filed Sep 30, 2002 - Pitney Bowes Inc. 

The digital pointing device checks to determine if a form database update .... 

In an alternative, the password may include biometric data read from a user. ... 
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Cryptographic infrastructure for 



encrypting a database 

US Pat. 7266699 - Red Aug 29, 2002 - Application Security, Inc. 

... B2 1 1 reset the symmetrical keys used to encrypt the data. ... concatenated with 

the password, the second hash being stored in the database. 2. ... 

Relational database management encryption system 
US Pat. 7269729 - Filed Dec 28, 2001 - International Business Machines Corporation 
In a database system, a database administrator can reset a user's password upon the 
... Possible values: yes, no, or never, passwd: Hash value of password. ... 

Auditing method and system for an on-line value-bearing item printing system 

US Pat. 6868406 - Filed Oct 16, 2000 - Stamps.Com 

Password Reset state. This is a temporary state to allow a lost password to be 
... Next, the client software sends a Hash Message Authentication Code (HMAC) ... 

Cryptographic co-processor 

US Pat. 6704871 - Filed Sep 16, 1998 - SafeNet, Inc. 

An HMAC key type may be used to store the secret output of a hash result— perhaps 
... secret key by hashing an application-supplied Password or Passphrase. ... 

Reduction of network server loading 

US Pat. 6850968 - Filed Mar 23, 2000 - Service Co. 

Each hash entry in the table is a fixed length value, eg, a five hash, created 

according one of plural hash algorithms that are well known in the database ... 

Data communications 

US Pat. 7233997 - Filed Jun 26, 1998 - British Telecommunications pic 

The SPS decrypts the hash and stores it in the SPS 25 database 8. Notably, the 

new password is sent in hashed form and encrypted, to avoid the password ... 

Cryptographic module for secure processing of value-bearing items 
US Pat. 72161 10 - Filed Oct 16, 2000 - Stamps.com 

For access control, the system is capable of granting/revoking PSD privileges (eg, 
create indicia, reset password, retrieve status, ... 

Machine dependent login for on-line value-bearing item system 

US Pat. 7251632 - Filed Oct 18, 2000 - Stamps, com 

The Reset Password is typically e-mailed to the e-mail address the user has on 
file in the database. After the CSR or the user has entered the user ... 



System and method for user authentication interface 



US Pat. 7188314 - Filed Jan 29, 2003 - Alternative, Inc. 



Defense— automatic session lock out after several failed attempts; possible account 
revoke or a forced password reset 2. Log-In Session Videotaping Widely ... 

Method and apparatus for digitally signing an advertisement area next to a 

US Pat. 7240037 - Filed Oct 18, 2000 - Stamps.com 

The hash of the passphrase is transmitted securely to the PSD and stored .... 
They will get a temporary 'Reset Password' that is only good for one login. ... 

Role assignments in a cryptographic module for secure processing of value 

US Pat. 7236956 - Filed Oct 16, 2000 - Stamps.com 

The PSD package remains in the database challenge message to ... shared A . 

client software sends a Hash Message Authentication Code tion process compares a ... 

Method and system for identifying a form version 

US Pat. 7082444 - Filed Sep 30, 2002 - Pitney Bowes Inc. 

The digital pointing device checks to determine if a form database update is 

.... authentication and repudiation systems such as a secure hash including mAA ... 
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Cryptographic infrastructure for " x 1 — usau 

encrypting a database 

US Pat. 7266699 - Filed Aug 29, 2002 - Application Security, Inc. 

The encrypted private key is stored in the database. 6. In order to verify that 

the user submitted the correct password later, the username and password are ... 
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Method and apparatus for database ' * v ■ 

update/recovery 

US Pat. 5043871 - Filed Mar 26, 1987 - Hitachi, Ltd. 

(a) Checkpoint Dump File Selection A checkpoint dump file 200 is selected ... 
The database recovery process at a system failure occurrence is performed in ... 

Method and system for fast recovery of a primary store database using ... 
US Pat. 5721918 - Filed Feb 6, 1996 - Telefonaktiebolaget LM Ericsson 
2 and informs the application failure Tr and start T„ it is not recorded and 
therefore is database after recovery, system starts to accept transient data ... 

Distributed data base system of composite subsystem type, and method of 

US Pat. 5333314 - Filed May 17, 1991 - Hitachi, Ltd. 

A failure recovery method, for an on-line system of subsystem; separating the 
... further comprising at least one check point dump file for copying journals ... 

Method for maintaining log compatibility in database systems 

US Pat. 6014674 - Filed Nov 13, 1997 - Sybase, Inc. 

is a system failure, upon system recovery the system can detect an ... To export 
information, the prior system would dump database information using a "dump ... 

Method, system and program product for utilizing a configuration database to ... 

US Pat. 6826732 - Filed Apr 28, 2003 - International Business Machines Corporation 

The user must then scan through the scan dump by hand by reference to ... 

each chip HW database 2108 are deemed relevant to approximate the hardware failure ... 

Automated reliability and maintainability process 

US Pat. 6247145 - Filed May 1 1, 1998 - The United States of America as represented by the Secretary of the Air 
Force 

Export data files and forward data dump file to SEDS administrator (Change JRST 
to 4 in the ... 5.3 Adjust Failure Type based upon slew shop Items (JRST=1). ... 

Database backup and recovery using separate history files for database 

US Pat. 6324548 - Filed Jul 22, 1999 - Unisys Corporation 

IB is a flow diagram of the data that moves from multiple instances of a recovery 

utility to multiple database dump tapes 114, multiple dump history files ... 

Analyzing post-mortem information on a remote computer system using a .. 

US Pat. 6633876 - Filed Jun 7, 2000 - Sun Microsystems, Inc. 

Upon detecting a failure of remote computer system 121 (step 202), an exception 

... 121 to record post-mortem information in crash dump file 129 (step 204). ... 



System an d method for database recovery using a mirrored snapshot of an 



US Pat. 6983295 - Filed Oct 24, 2002 - Unisys Corporation 

Upon failure of the primary active database, a utility program will read audit data 

... A complete database backup; typically this is a set of dump tapes. ... 

Method, system and program product that utilize a configuration database to ... 

US Pat. 7062746 - Filed Apr 28, 2003 - International Business Machines Corporation 
Conventionally, to facilitate the 1 1 1 j- -1 • i -1 1 determination of the causes 
of a failure, a scan dump of all to AA hardware ... 

Method, system and program product that utilize a configuration database to ... 

US Pat. 7146302 - Filed Apr 28, 2003 - International Business Machines Corporation 
Conventionally, to facilitate the determination of the causes of a failure, a 
scan dump of all of the test scan chains within the hardware digital system is ... 

System and method for monitoring video program material 

US Pat. 5646675 - Filed Jun 6 f 1994 - Airtrax 

However, this replacement of receiver boards upon failure A program ... a live 
network or other video dump can be made and all operations on all status ... 

Method, system and program product for reducing a size of a configuration ... 

US Pat. 6941527 - Filed Apr 28, 2003 - International Business Machines Corporation 
Conventionally, to facilitate the determination of the causes of a failure, a 
scan dump of all of the test scan chains within the hardware digital system is ... 

Method, system and program product for specifying a configuration of a ... 
US Pat. 7080347 - Filed Apr 28, 2003 - International Business Machines Corporation 
64 Another adjustment is preferably made to the compres- database 2108 are ... 
of the causes of a failure, a scan dump of all invention As illustrated, ... 

Remote copy secondary data copy validation-audit function 

US Pat. 5592618 - Filed Oct 3, 1994 - International Business Machines Corporation 
Alternatively, a periodic scheduled database consistency validation of the database 
structures and indices is performed. Using dump tapes requires an ... 

Method, system and program product for implementing a read-only dial in a ... 
US Pat. 7168061 - Filed Apr 28, 2003 - International Business Machines of Corporation 
The user must then scan through the scan dump by hand by reference to ... 
HW database 2108 are deemed relevant to approximate the 55 hardware failure state ... 

High speed on-line backup when using logical log operations 
US Pat. 6578041 - Filed Jun 30, 2000 - Microsoft Corporation 

A conventional method of backup is a "fuzzy dump" which depends upon ... the backup 
database 29 recoverable so that media failure recovery is possible is ... 

Method, system and program product for automatically transforming a ... 

US Pat. 7080346 - Filed Apr 28, 2003 - International Business Machines Corporation 
64 Another adjustment is preferably made to the compres- database 2108 are ... 
of the causes of a failure, a scan dump of all invention As illustrated, ... 

Method, system and program product for specifying a dial group for a digital ... 
US Pat. 6993729 - Filed Apr 28, 2003 - International Business Machines Corporation 
The user must then scan through the scan dump by hand by reference to ... HW 64 



database 2108 are deemed relevant to approximate the hardware failure state ... 

Marine vessel traffic system 

US Pat. 6249241 - Filed Sep 21 , 1 995 - The United States of America as represented by the Secretary of the 
Navy 

The GOTS software 1 . system administrator senses database processor failure and 
signals activation of 2 watch supervisor brought up followed by ... 
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Authentication and authonzation ' x y — 

mechanisms for Fortezza passwords 

US Pat 6434700 - Filed Dec 22, 1998 - Cisco Technology, Inc. 

The user access information typically contains a username and password. ... 

the Access Control Server 202 finds a user profile in the database 204 that ... 

System and method for bandwidth on demand for internet service providers 
US Pat. 6618370 - Filed Nov 16, 1999 - BellSouth Intellectual Property Corporation 
Access server 218 sends the username, password and ... Proxy RADIUS server 217 
has a database (not shown) listing the 40 telephone access numbers for each ... 

Method and system for implementing current user links 

US Pat. 7062563 - Filed Feb 27, 2002 - Oracle International Corporation 

Access control lists ("ACLs") are employed in one embodiment to control ... 

user credentials (eg, username/password or other authentication information) for ... 

Method and system for automatically configuring a client-server network 

US Pat. 6687733 - Filed Jun 1 , 2001 - Intergenix 

The database server 76 will then modify the state information and tasks 106 to 
... To modify the account, such as creating an FTP username and password, ... 



System and method for identifying an unidentified person using an ambiguity 
US Pat. 6205204 - Filed Dec 17, 1997 - Distributed Software Development, Inc. 
Database 42 may be more or less permanent or may be a temporary database, ... 
with database 42 that may include, without limitation: a username; a password; ... 

APPARATUS AND ACCOMPANYING METHODS FOR P ROVIDING. THROUGH A 

CENTRALIZED ... 

US Pat. 6920502 - Filed Jul 17, 2001 - Netilla Networks, Inc. 

Once appropriate username and password processes this input and provides an .... 

control data), tively synchronous dynamic random access memory FIG. ... 

Identifying an unidentified person using an ambiguity-resolution criterion 
US Pat. 6526126 - Filed Mar 2, 2001 - Distributed Software Development, Inc. 
Database 42 may be more or less permanent or may be a temporary database, ... 
with database 42 that may include, without limitation: a username; a password; ... 

System and method for pre-paid and pav-per-use internet services 

US Pat. 6748067 - Filed Dec 11, 2001 - BellSouth Intellectual Property Corporation 
10 SCP 13 responds to queries from the SSPs using database 13a and .... it waits 
for a valid username and password from caller 40 before allowing access to ... 



Method for restricting access to a web site bv remote users 



US Pat 7249262 - Filed May 6, 2002 - Browserkey, Inc. 

However, by making use of the present invention in the FTP environment, the user 
can avoid the need to use a username and password to log into the FTP ... 

RF tag based system and method for drive-through applications 

US Pat. 6366220 - Filed Nov 8, 2000 - BBNT Solutions LLC 

When the customer desires to establish a new account, the system determines if 

the selected username and password are available; and if they are, ... 

Dynamic link 

US Pat. 6856989 - Filed Apr 7, 2000 - ArcSoft, Inc. 

Database server 16 implements file index agent 5, database 174, and file control 
... servlet 112 authenticates a user by comparing the username and password ... 

Screen maker 

US Pat. 7124357 - Filed May 31, 2000 

This could be a simple password check, an 12 encrypted password check, ... 
a random access memory for temporary storage of information and a read only ... 

Methods and apparatus for permitting transactions across firewalls 
US Pat. 6654892 - Filed Jun 8, 1999 - Sun Microsystems, Inc. 
In addition, the password is entered at block 922, where the password indicates 
that the acknowledgement e-mail has been handled by the source code control ... 

Apparatus and accompanying methods for providing, through a centralized ... 

US Pat. 6981041 - Filed Apr 13, 2001 - AEP Networks, Inc. 

In addition, for application support, an seeking access). Once appropriate username 
and password efficient protocol such as AIP (or the like) is used to ... 

Method and system for implementing shared schemas for users in a distributed 
US Pat. 7171411 - Filed Feb 27, 2002 - Oracle International Corporation 
When any of these users connect to a database, he/she is automatically ... 
username, the users can be individually audited for their access history despite ... 

System and process for allowing wireless messaging 

US Pat. 6134432 - Filed Jun 17, 1998 - Bulletin.net, Inc. 

Each individual message is validated against the MSISDN database for authority 
to send, ... consists of a username, 60 which is the MSISDN, and a password. ... 
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Access management system and 
method employing secure credentials 

US Pat. 6668322 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 

Some credential types (eg, username/password pairs, 60 onetime passwords, 

Login component 120 also passes control of the access request back to ... 
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Authentication and authorization mechanisms for Fortezza passwords 

US Pat. 6434700 - Filed Dec 22, 1998 - Cisco Technology, Inc. 

The user access information typically contains a username and password. ... 

the Access Control Server 202 finds a user profile in the database 204 that ... 

System and method for bandwidth on demand for internet service providers 
US Pat. 6618370 - Filed Nov 16, 1999 - BellSouth Intellectual Property Corporation 
Access server 218 sends the username, password and ... Proxy RADIUS server 217 
has a database (not shown) listing the 40 telephone access numbers for each ... 

Access management system and method employing secure credentials 

US Pat 6668322 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 

Some credential types (eg, username/password pairs, 60 onetime passwords, ... 

Login component 120 also passes control of the access request back to ... 

Log-on service providing credential level change without loss of session 
US Pat. 6609198 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 
Some credential types (eg, username/password pairs, onetime passwords, ... 
Login component 120 also passes control of the access request back to ... 

Single sign-on framew ork with trust-level mapping to authentication reguirements 

US Pat. 6892307 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 

Some credential types (eg, username/password pairs, onetime passwords, enigma 

challenge, ... Login component 120 also passes control of the access ... 

Method and system for implementing current user links 

US Pat. 7062563 - Filed Feb 27, 2002 - Oracle International Corporation 

Access control lists ("ACLs") are employed in one embodiment to control ... 

user credentials (eg, username/password or other authentication information) for ... 

Method and system f or automatically configuring a client-server network 
US Pat. 6687733 - Filed Jun 1, 2001 - Intergenix 

The database server 76 will then modify the state information and tasks 106 to 
... To modify the account, such as creating an FTP username and password, ... 

System and method for identifying an unidentified person using an ambiguity .. 

US Pat. 6205204 - Filed Dec 17, 1997 - Distributed Software Development, Inc. 
Database 42 may be more or less permanent or may be a temporary database, ... 
with database 42 that may include, without limitation: a username; a password; ... 



APPARATUS AND ACCOMPANYING METHODS FOR PROVIDING. THROUGH A 



CENTRALIZED ... 

US Pat. 6920502 - Filed Jul 17, 2001 - Netilla Networks, Inc. 

Once appropriate username and password processes this input and provides an .... 

control data), tively synchronous dynamic random access memory FIG. ... 

Identifying an unidentified person using an ambiguity-resolution criterion 
US Pat. 6526126 - Filed Mar 2, 2001 - Distributed Software Development, Inc. 
Database 42 may be more or less permanent or may be a temporary database, ... 
with database 42 that may include, without limitation: a username; a password; ... 

System and method for pre-paid and pav-per-use internet services 
US Pat. 6748067 - Filed Dec 11, 2001 - BellSouth Intellectual Property Corporation 
10 SCP 13 responds to queries from the SSPs using database 13a and .... it waits 
for a valid username and password from caller 40 before allowing access to ... 

Method for restricting access to a web site by remote users 
US Pat. 7249262 - Filed May 6, 2002 - Browserkey, Inc. 

However, by making use of the present invention in the FTP environment, the user 
can avoid the need to use a username and password to log into the FTP ... 

RF tag based system and method for drive-through applications 

US Pat. 6366220 - Filed Nov 8, 2000 - BBNT Solutions LLC 

When the customer desires to establish a new account, the system determines if 

the selected username and password are available; and if they are, ... 

Dynamic link 

US Pat. 6856989 - Filed Apr 7, 2000 - ArcSoft, Inc. 

Database server 16 implements file index agent 5, database 174, and file control 
... servlet 112 authenticates a user by comparing the username and password ... 

Screen maker 

US Pat. 7124357 - Filed May 31, 2000 

This could be a simple password check, an 12 encrypted password check, ... 
a random access memory for temporary storage of information and a read only ... 

Methods and apparatus for permitting transactions across firewalls 

US Pat. 6654892 - Filed Jun 8, 1999 - Sun Microsystems, Inc. 

In addition, the password is entered at block 922, where the password indicates 

that the acknowledgement e-mail has been handled by the source code control ... 

Apparatus and accompanying methods for providing, through a centralized 

US Pat. 6981041 - Filed Apr 13, 2001 - AEP Networks, Inc. 

In addition, for application support, an seeking access). Once appropriate username 
and password efficient protocol such as AIP (or the like) is used to ... 

Method and system for implementing shared schemas for users in a distributed ... 

US Pat. 7171411 - Filed Feb 27, 2002 - Oracle International Corporation 
When any of these users connect to a database, he/she is automatically ... 
username, the users can be individually audited for their access history despite ... 

System and process for allowing wireless messaging 

US Pat. 6134432 - Filed Jun 17, 1998 - Bulletin.net, Inc. 



Each individual message is validated against the MSISDN database for authority 
to send, ... consists of a username, 60 which is the MSISDN, and a password. ... 
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Method and system for removing 

content entity object in a hierarchically ... 

US Pat. 6611840 - Filed Jan 21, 2000 - International Business Machines Corporation 
8C with the userid and a temporary password. ... This action causes a query to 
be issued to the account database to determine if the username and password ... 

INTERNET-BASED METHOD OF AND SYSTEM FOR MONITORING SPA CF-TIMF 

COORDINATE ... ~~ " — 

US Pat. 6677858 - Filed May 30, 2000 - Reveo, Inc. 

4A, the web server 110 20 creates a record in the contestant database 130 ... 

4A, an e-mail message containing the username and temporary password are sent ... 

Internet-based system for enabling a time-constrained competition among a ... 

US Pat. 6659861 - Filed May 26, 2000 - Reveo, Inc. 

4A, the web server 110 creates a record in the contestant database 130 for ... 
assigned a username and a temporary password for use when As indicated at ... 

Document conversion and network database system 

US Pat. 6374274 - Filed Sep 16, 1998 - Health Informatics International, Inc. 

5, the username and password information is not immediately available to the ... 

as temporary authorization pending granting of the 20 patient's username ... 

Limited access network database system 

US Pat. 6839881 - Filed Aug 30, 2001 

5, the username and password information is not immediately available to the ... 
as temporary authorization pending granting of the 15 patient's username ... 

Authentication and entitlement for users of web based data management programs 

US Pat. 6587836 - Filed Sep 24, 1 998 - WorldCom, Inc. 

The customer receives this package and uses the temporary password to logon to 
... user message" for authenticating the customer's username/password pair, ... 

Global synchronization unit (GSU) for time and space (TS) stamping of input 

US Pat. 6903681 - Filed May 25, 2000 - Reveo, Inc. 

4A, the web server 1 10 creates a record in the contestant database 1 30 for this 

... 4A, an e-mail message containing the username and temporary password are ... 

System, method and article of manufacture for a mobile communication network 

US Pat. 6199099 - Filed Mar 5, 1999 - AC Properties B.V. 

The Content Database 1040 stores all of the information related to the intention 

.... This table contains a username and a password 1320 as well as a unique ... 

System and method for bandwidth on demand for internet service providers 



US Pat. 6618370 - Filed Nov 16, 1999 - BellSouth Intellectual Property Corporation 
Proxy RADIUS server 217 has a database (not shown) listing the 40 telephone ... 
Proxy RADIUS server 217 forwards the username and password information on to ... 

Method and apparatus for authorizing remote internet access 

US Pat 5898780 - Filed Oct 9, 1996 - GRIC Communications, Inc. 

If the user 144 did not have a correct username or password, ... server collects 

accounting data and can send the accounting data to a database in real time ... 

Methods and apparatus for network-enabled virtual printing 

US Pat. 6598087 - Filed Sep 8, 1999 - GE Capital Commercial Finance, Inc. 

... a username and password, based on the custom properties associated with the 

virtual printer. The printed information is then routed to a temporary file. ... 

Method and system fo r interrupting page delivery operations in a web environment 

US Pat. 631 7790 - Filed Nov 5, 1 998 - Oracle Corporation 

The third line, M RewriteRule M password to a temporary file and passes the name of 
... only if the right username and password against an Oracle database and ... 

File structure for storing content objects in a data repository 

US Pat. 7007034 - Filed Jan 21, 2000 - International Business Machines Corporation 
8C with the userid and a temporary password. ... This action causes a query to 
be issued to the account database to determine if the username and password ... 

Hitmask for guerving hierarchically related content entities 

US Pat. 6839701 - Filed Jan 21, 2000 - International Business Machines 

8C with the userid and a temporary password ... This action causes a query to be 

issued to the account database to determine if the username and password ... 

Temporary expanding integrated monitoring network 
US Pat 7031778 - Filed Aug 7, 2002 - Smiths Detection Inc. 

Alarms generated with their Username. To change a password, a user must first by any 
... Administrators shall be able to database or spreadsheet programs. ... 

Providing an integrated service assurance environment for a network 

US Pat. 6571285 - Filed Dec 23, 1999 - Accenture LLP 

The .password file is located # responsible for getting email messages. ... 

inform all database users of the # Command syntax: getpass USERNAME # downtime. ... 

System and method for identifying an unidentified person using an ambiguity 
US Pat. 6205204 - Filed Dec 17, 1997 - Distributed Software Development, Inc. 
Database 42 may be more or less permanent or may be a temporary database, ... 
with database 42 that may include, without limitation: a username; a password; ... 

System, method and article of manufacture for a tuned user application ... 

US Pat. 6195651 - Filed Nov 19, 1998 - Andersen Consulting Properties BV 
The query to the database utilizes the user content preferences stored as part of 
... This table contains a username and a password 1320 as well as a unique ... 

System, method and article of manufacture for creating a filtered ... 

US Pat. 6202062 - Filed Feb 26, 1999 - AC Properties B. V. 

profile database 1003 to filter the content that is returned. ... This table 



contains a username and a password 1320 as well as a unique identifier ... 

Access management system and method employing secure credentials 

US Pat. 6668322 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 

Some credential types (eg, username/password pairs, 60 onetime passwords, ... 

to an authentication database may be performed for more detailed requirements. ... 
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content entity object in a hierarchically ... 

US Pat. 6611840 - Filed Jan 21, 2000 - International Business Machines Corporation 
8C with the userid and a temporary password. ... This action causes a query to 
be issued to the account database to determine if the username and password ... 

INTERNET-BASED METHOD OF AND SYSTEM FOR MONITORING SPACE- TIMF 

COORDINATE^ ~ ~ ~ 

US Pat. 6677858 - Filed May 30, 2000 - Reveo, Inc. 

4A, the web server 110 20 creates a record in the contestant database 130 ... 

4A, an e-mail message containing the username and temporary password are sent ... 

Internet-based system for enabling a time-constrained competition among a 

US Pat. 6659861 - Filed May 26, 2000 - Reveo, Inc. 

4A, the web server 110 creates a record in the contestant database 130 for ... 
assigned a username and a temporary password for use when As indicated at ... 

Document conversion and network database system 

US Pat. 6374274 - Filed Sep 16, 1998 - Health Informatics International, Inc. 

5, the username and password information is not immediately available to the ... 

as temporary authorization pending granting of the 20 patient's username ... 

Limited access network database system 

US Pat. 6839881 - Filed Aug 30, 2001 

5, the username and password information is not immediately available to the ... 
as temporary authorization pending granting of the 15 patient's username ... 

Distributed database system with authoritative node 

US Pat. 6442608 - Filed Jan 14, 1999 - Cisco Technology, Inc. 

... typically in the form of username/password information, ... reduce the number 

of authorized sessions that can be established at particular one time. ... 

Authentication and ent itlement for users of web based data management programs 
US Pat. 6587836 - Filed Sep 24, 1998 - WorldCom, Inc. 

The customer receives this package and uses the temporary password to logon to 
... user message" for authenticating the customer's username/password pair, ... 

Global synchronization unit (GSU) for time and space CTS) stamping of input 

US Pat. 6903681 - Filed May 25, 2000 - Reveo, Inc. 

4A, the web server 1 10 creates a record in the contestant database 130 for this 

... 4A, an e-mail message containing the username and temporary password are ... 



Methods and apparatus for network-enabled virtual printing 



US Pat. 6598087 - Filed Sep 8, 1999 - GE Capital Commercial Finance, Inc. 

... a username and password, based on the custom properties associated with the 

virtual printer. The printed information is then routed to a temporary file. ... 

System, method and article of manufacture for a mobile communication network 

US Pat. 6199099 - Filed Mar 5, 1999 - AC Properties B.V. ~ 

The Content Database 1040 stores all of the information related to the intention 

.... This table contains a username and a password 1320 as well as a unique ... 

System and method for bandwidth on demand for internet service providers 

US Pat. 6618370 - Filed Nov 16, 1999 - BellSouth Intellectual Property Corporation 
Proxy RADIUS server 217 has a database (not shown) listing the 40 telephone ... 
Proxy RADIUS server 217 forwards the username and password information on to ... 

Distributed database system with authoritative node 

US Pat. 6571287 - Filed Jun 10, 2002 - Cisco Technology, Inc. 

DISTRIBUTED DATABASE SYSTEM WITH AUTHORITATIVE NODE CROSS-REFERENCE TO RELATED 
APPLICATIONS; ... typically in the form of username/password information, ... 

Method and apparatus for authorizing remote internet access 

US Pat. 5898780 - Filed Oct 9, 1996 - GRIC Communications, Inc. 

If the user 144 did not have a correct username or password, ... server collects 

accounting data and can send the accounting data to a database in real time ... 

Method and system for interrupting page delivery operations in a web environment 

US Pat. 631 7790 - Filed Nov 5, 1 998 - Oracle Corporation 

The third line, "RewriteRule" password to a temporary file and passes the name of 
... only if the right username and password against an Oracle database and ... 

File structure for storing content objects in a data repository 

US Pat. 7007034 - Filed Jan 21, 2000 - International Business Machines Corporation 
8C with the userid and a temporary password. ... This action causes a query to 
be issued to the account database to determine if the username and password ... 

Hitmask for guerving hierarchically related content entities 

US Pat. 6839701 - Filed Jan 21, 2000 - International Business Machines 

8C with the userid and a temporary password ... This action causes a query to be 

issued to the account database to determine if the username and password ... 

Temporary expanding integrated monitoring network 

US Pat. 7031778 - Filed Aug 7, 2002 - Smiths Detection Inc. 

Alarms generated with their Username. To change a password, a user must first by any 
... Administrators shall be able to database or spreadsheet programs. ... 

Providing an integrated service assurance environment for a network 

US Pat. 6571285 - Filed Dec 23, 1999 - Accenture LLP 

The .password file is located # responsible for getting email messages. ... 

inform all database users of the # Command syntax: getpass USERNAME # downtime. ... 

Methods and systems for secure transmission of information using a mobile device 

US Pat. 6880079 - Filed Apr 25, 2002 - Vasco Data Security, Inc. 

In both cases the security of the username-password method is ... Accordingly, 



related keys must be stored in a database (public key) and on the SIM card ... 

System and method for identifying an unidentified person using an ambiguity 
US Pat. 6205204 - Filed Dec 17, 1997 - Distributed Software Development, Inc. 
Database 42 may be more or less permanent or may be a temporary database, ... 
with database 42 that may include, without limitation: a username; a password; ... 
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partitioning scheme that accommodates ... 

US Pat. 6636958 - Filed Jul 17, 2001 - International Business Machines Corporation 
A fourth partition, the temporary storage or data partition 309 is also provided. 
... The remote storage together with an FTP Username/Password pair and ... 

Control of access to a networked system 

US Pat. 5774650 - Filed Sep 1 , 1 994 - International Business Machines Corporation 
Many sys- 25 terns would not allow the user's original password to be reissued, 
... on is to remove his username from the file listing authorized users. ... 

Method and apparatus for mass-delivered movement rehabilitation 

US Pat. 6613000 - Filed Sep 28, 2001 - The Regents of the University of California 
... into the system home page using a personal username and password. ... It can 
track user movement recovery over time, storing performance data on a ... 
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System for exclusively controlling ' * v ' 

access of a semiconductor memory module ... 

US Pat. 5694619 - Filed Jun 16, 1994 - Fujitsu Limited 

The resource manager 32 then is read out of the semiconductor memory module, and 
removes the temporary prohibition against access to the data processing is ... 

External I/O controller system for an independent access parity disk array 

US Pat 6012123 - Filed Jun 10, 1997 

35 At step 340, temporary host data DO+n is generated by an Exclusive-OR ... 
The new parity data Pn may also be used for data 50 recovery purposes in a ... 

System foralotting logical path number to logical interfaces and permitting 

US Pat. 59251 1 1 - Filed May 8, 1997 - Fujitsu, Limited ~ — _ 

23 24 compressed data in the internal bus interface controller 31/ of the end 

... removes the temporary prohibition uje 33 against access to the data from a ... 

Virtual machine data processor 

US Pat. 4524415 - Filed Dec 7, 1982 - Motorola, Inc. 

A virtual machine data processor comprising: external access means for ... 

access fault recovery means coupled to said external access means and to said ... 

Recovery from failure of a data processor in a network server 

US Pat. 6275953 - Filed Sep 26, 1997 - EMC Corporation 

A buffer cache 62 composed of part of the random-access memory of the data movers 
21 is used as a buffer for this data transfer. ... 



Remote copy secondary data copy validation-audit function 

US Pat. 5592618 - Filed Oct 3, 1994 - International Business Machines Corporation 
The electronic memory provides the fastest 2S access to data since access is entirely 
... then the copy is validated and the temporary data is removed. ... 

Card-type storage medium 

US Pat. 6415350 - Filed Mar 9, 1998 - Fujitsu Limited 

The non-volatile memory manager 34 executes the data access to the ... read out 
data by the recovery program 31, reads out data D from the temporary storage ... 

Error-recoverv mechanism using a temporary forwarder in a wireless-ATM network 

US Pat. 6339585 - Filed May 5, 1998 - Philips Electronics North America Corp. 
The signaling messages are used to perform the MAC level function of ensuring 
access to a channel. Essentially, any signaling or data packets are viewed as ... 



Device and method for data recovery in a file system 

US Pat. 5974426 - Filed Aug 13, 1997 - SamSung Electronics Co., Ltd. 



7 is a flow diagram illustrating a data recovery method for a file system ... 

a dynamic random access memory (DRAM) 114, and a Static Random Access Memory ... 

Distributed data base system of composite subsystem type, and method fault 

US Pat. 506531 1 - Filed Apr 20, 1988 - Hitachi, Ltd. 

treated as faulty and subsystem recovery is carried out. temporary wait, ... 

have been using the (1) When the distributed data base access section as a BE, ... 

Enhanced reliability data storage system with second memory for preserving 
US Pat. 4525800 - Filed Jun 1, 1981 - General Electric Co. 

Data in temporary storage, eg in a scratch pad random access memory, ... However, 
when the system switches to a data recovery mode upon the onset of the ... 

Method and apparatus for error recovery in a storage device 

US Pat. 6530034 - Filed Nov 5, 1999 - International Business Machines Corporation 
Execu- become a substitute, and records data in this spare sector in tion starts 
from ... The difference is that confirmative operation of the temporary ... 

Data processing system for dynamically switching access control process and 

US Pat. 5553303 - Filed Dec 20, 1994 - Fujitsu Limited 

5 The CSS access control information 1 1 1 and the data involved are shared. ... 

blocks the crashing processor module (a temporary action until a ... 

Direct memory access data transfer system for use with plural processors 
US Pat. 4481578 - Filed May 21, 1982 - Pitney Bowes Inc. 

The buffer 426 is connected over a read data 65 line to a data recovery circuit 428, 
... The DMA controller 432 is also connected to a temporary memory data ... 

Control of access to a networked system 

US Pat. 5774650- Filed Sep 1, 1994- International Business Machines Corporation 
Loss of this file prevents ANY further logon to the system; recovery entails ... 
The temporary access control facilitation means, such as an access control ... 

Data stora ge controller providing multiple hosts with access to multiple 

US Pat 6073209 - Filed Mar 31, 1997 - Ark Research Corporation 

This procedure may be desirable for purposes of writing temporary data, such as data 

... then in step 1612 a line error recovery routine is called. ... 

System and method for handling temporary errors on a redundant array of ... 
US Pat. 6532548 - Filed Sep 21, 1999 - Storage Technology Corporation 
Data can be continuously communicated to and from the storage element array while 
a storage element is in error recovery because the unresponsive storage ... 

Generic high bandwidt h adapter having data packet memory configured in three ... 
US Pat. 5367643 - Filed Feb 6, 1991 - International Business Machines Corporation 
If the access is a read operation, no data parity will be generated. ... and start 
the error recovery procedure (if required by the implementation). ... 

Power outage recovery method and apparatus for demand recorder with solid 

US Pat. 4335447 - Filed Feb 5, 1980 - Sangamo Weston, Inc. 

(Chart IV) describes the operation of the system during Power Fail Recovery Mode 

II for storing data in Random Access Memory during a power 25 outage. FIGS. ... 



System and method for maintaining file data access in case of dynamic 

US Pat 5564011 - Filed Apr 20, 1995 - International Business Machines Corporation 
Step 258 may follow step 256 if some recovery steps are deemed expedient by the 
... the YES branch from step 270, step 272 is executed to build a temporary ... 



Goooo.ooo.Qoog] e ► 

Result Page: 12 'l^i g yjii jslext 



Idataigcovery temporary access I K^S^^ 



Google Patent Search Help [ Advanced Patent Search 

Google Home - About Google - About Google Patent Search 
©2007 Google 



Web Images Video News Maps Gmail more * sign in 




Patent Scorch 



|(one-time OR OTP) username password I ^^SHat^^ Advanced Patent sear 

p~ . r j ®m*<»*<*<*^ | Google Patent Search 



Filing date ° RetUm patentS filed an * time ■ , . r , _ , 

® Return patents filed between | Jan If | 1959 J1 and | A P r III J2003 _ 

Patents Patents 1 - 20 on (one-time OR OTP) username password. (0.16 seconds) 
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Did you mean: (one-time OR FTP) username password 

One-time logon means and methods for distributed computing systems 
US Pat. 5241594 - Filed Jun 2, 1992 - Hughes Aircraft Company 

MLP MLP 46 - MLP USER TELNET REQUEST SEND SERVICE AUTHORIZATION 49- MLP 50 USER 
REQUEST GET USERNAME/ PASSWORD SEND MLP CONNECT REQUEST SEND SERVICE ... 

Security server token caching 

US Pat. 6715082 - Filed Aug 24, 1999 - Cisco Technology, Inc. 

... is enhanced because the one-time password from the token card is initially 

required. ... that contains a username and a second one-time password (OTP); ... 

Remote computer communication 

US Pat. 6081508 - Filed Feb 25, 1998 - Indus River Networks, Inc. 

The user provides his credentials (username and password) to Ul 512 (step 2) ... 

For example, a user may use a one-time-use password approach in which the ... 

Smart card system and methods for proving dates in digital files 
US Pat. 6792536 - Filed Oct 20, 1999 - TimeCertain LLC 
The user's username, password, and domain are stored on the smart card. ... 
Then a one time, random "session key" is generated and the entire message is ... 

Remote computer communication 

US Pat. 6538996 - Filed Apr 25, 2000 - Enterasys Networks, Inc. 

The user provides his credentials (username and password) to U I 512 (step 2) ... 

For example, a user may use a one-time-use password approach in which the ... 

Methods and systems for secure transmission of information using a mobile devic e 

US Pat. 6880079 - Filed Apr 25, 2002 - Vasco Data Security, Inc. 

In both cases the security of the username-password method is ... The dynamic 

value (or one-time password) can then be used to prove to a server that one is ... 

Single sign-on framewor k with trust-level mapping to authentication req uirements 

US Pat. 6892307 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 

... credential types include at least two of 35 passwords, certificates, 

username/password pairs, one time passwords, biometric indicia, and smart cards. ... 

Language-driven interface for an automated testing framework 

US Pat. 6907546 - Filed Mar 27, 2000 - Accenture LLP 

The combination of the one-time password and the PIN, along with the user's public 
username, provides two factor authentication of the user. ... 



System, method and article of manufacture for a table-driven automated 



US Pat. 6502102 - Filed Mar 27, 2000 - Accenture LLP 

The "something they know" can still be a password, and the "something they have" 
can range from the high end being a one time password generator, ... 

Validating connections to a network system 

US Pat. 6470453 - Filed Sep 17, 1998 - Cisco Technology, Inc. 

The client 102 then automatically reads and sends a one-time-password contained on 

... a pre-assigned username and password), in response to a login window ... 

Authentication and authorization mechanisms for Fortezza passwords 
US Pat. 6434700 - Filed Dec 22, 1998 - Cisco Technology, Inc. 

The user access information typically contains a username and password. The password 
can be a fixed password or an OTP type password obtained through the ... 

Distributed database system with authoritative node 

US Pat. 6442608 - Filed Jan 14, 1999 - Cisco Technology, Inc. 

... typically in the form of username/password information, ... reduce the number 

of authorized sessions that can be established at particular one time. ... 

Mechanism for authorizing a data communication session between a client and 

US Pat. 6412007 - Filed Jan 14, 1999 - Cisco Technology, Inc. 

... typically in the form of username/password information, ... reduce the number 

of authorized sessions that can be established at particular one time. ... 

Method and system for authentication over a distributed service to limit ... 
US Pat. 6006334 - Filed May 1, 1997 - International Business Machines Corp. 
... accessing the 25 service simultaneously with the same username and password. 
... no more than one user at any one time to access a distributed service. ... 

Domain name system resolution 

US Pat 7099957 - Filed Aug 23, 2001 - The DirectTV Group, Inc. 

A one-time only password is subsequently transmitted (step 326) to the new user. 

... The user enters a username and password and, from a list of server ... 

Access management system and method employing secure credentials 

US Pat. 6668322 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 

... types including one or more of a username password pair, digital certificate, 

... a one-time password, a bio- metric credential based on retinal scan, ... 

Application program interface for message routing and management system 

US Pat. 6842772 - Filed Jul 21 , 2000 - Envoy World Wide, Inc 

... vii) viii) ix) x) Command Id FirstName LastName Company UserName Password ... 

(to specify one-time recipient of message) Delivery Request (elements:) A. ... 

Log-on service providing credential level change without loss of session 
US Pat. 6609198 - Filed Aug 5, 1999 - Sun Microsystems, Inc. 
... the second credentials are selected from a set including username password pairs, 
... public, private, or secret key technologies, one-time passwords, ... 

Methods and apparatus for network-enabled virtual printing 

US Pat. 6598087 - Filed Sep 8, 1999 - GE Capital Commercial Finance, Inc. 
... 3 wherein said authentication information comprises at least one of a supplied 



username and password, X.509 certificate, and one-time token information. ... 
Secure password provision 

US Pat. 6662300 - Filed Jun 29, 1999 - International Business Machines Corporation 
The password is combined with the challenge on both the client 3Q and server ... 
It will be seen, however, that should the original password be seen when it ... 
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